Internet Explorer 8.0, 9.0, 10.0
Browser Settings

WBSCM Service Desk: IE8, 9, and 10 Browser Settings —

WBSCM officially supports Internet Explorer (IE) as the browser client, specifically versions IE8, 9, and 10 (running in
“compatibility mode”). WBSCM does not officially support Internet Explorer version 11. Even though IE11 can be run in
‘compatibility mode’, are users have reported issues and inconsistent results while using IE11 with WBSCM. Users of IE11
should consider downgrading to IE10 should they encounter issues when using WBSCM. The procedure to downgrade from
IE11 to IE10 is fairly straight forward and the process steps to downgrade from IE11 to IE10 are provided at the end of this
document (See “Downgrading from Internet Explorer version 11 to Internet Explorer version 10”). Other browsers (e.g.
Firefox, Google Chrome, Safari, Google/MSN/Bing Bot, etc.) are not officially supported as they may work for some WBSCM
functions, but may not work for all WBSCM functions.

Not sure what browser version you are using?
To perform a browser version check see the information at the very end of this document under “Perform Browser Check”.

When a user reports an error that occurred while using a browser other than Internet Explorer, the WBSCM Service Desk
may first request that the user try to recreate the error using Internet Explorer version 8, 9 or version 10 (running in
“compatibility mode”). If the function in error was previously executed successfully using the same browser, please provide
this information to the WBSCM Service Desk technician when you open an incident.

New WBSCM users that need to create an account in eAuth should use Internet Explorer version 8, 9, or 10. Once a user
registers with eAuth and WBSCM, he or she will need to follow the IE8, 9, or 10 configuration steps detailed below to avoid
runtime issues with their WBSCM functions.

WBSCM users who upgrade their Internet Explorer browser to version 8, 9, or 10 need to confirm that the following items
have been properly configured after the upgrade.

1. Internet Explorer Version 8, 9, 10 Compatibility View Setting

In order to assure that all functions will work properly when using Internet Explorer version 8,
9, or 10 users must use the “Compatibility View” option available in Internet Explorer.

2. Internet Explorer Version 8 ,9, or 10 Compatibility View Window Setting
WBSCM uses functions such as browser side scripting and Active X controls in order to generate

a more robust user display and also leverage the processing capacity available at the desktop. By
including “usda.gov” entry in the Compatibility View window and the Trusted Sites window,
users can satisfy the browser security setting requirements of WBSCM.

3. Internet Explorer Version 8,9, 10 Zoom Level Setting

In certain situations, the IE browser session may “freeze” while using WBSCM. Often, this is
due to a display incompatibility between the browser Zoom setting and the WBSCM web page.
Users can avoid these situations by maintaining their IE browser Zoom setting at 100%.

The following sections provide steps users should take to configure their IE8, 9, and 10 browser in order
to access and use WBSCM. Please note that the screen prints shown are from IE 8. Higher versions may
look slightly different. You can view help on the following topics:
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Adding USDA.gov to Compatibility View Websites List

Adding WBSCM to the Trusted Sites List

Set IE8 Zoom Settings for WBSCM

Downgrading from IE11 to IE10

Performing Browser Check

Add USDA.gov to Compatibility View Websites List:

1. Open Internet Explorer
2. Select Compatibility View Settings from the Tools menu

You will then see the pop-up box below:

Compatibility ¥iew Settings EH |'

l/_\h Yau can add and remaove websites ko be displaved in
I'A_AI Compatibility Wiew,

Add this website:

Eemove |

Wiebsites you've added to Compatibility Yiew:

¥ Include updated website lists From Microsoft
¥ Display intranet sites in Compatibility Yiews
[~ Display all websites in Compatibility Yiew

Close |
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3. In the Add This Website text box type “usda.gov” and click the Add button.

4. Click the Close button.

Compatibility ¥iew Settings

ﬁ You can add and remove websites ko be displaved in
&] Compatibility Wi,

add this website:
[l

Websites vou've added to Compakibility Wiew:

Gdd
usda, gov Remove |

[¥ Include updated website lists Fram Microsoft
[V Display intranst sites in Compatibility Yiew
[ Display all websites in Compatibility Yiew

Close |

All USDA.gov web pages will now appear in IE compatibility mode.

@?}v IE https:ffpartal whscr, usda. gow i/ portal j ﬁ‘ >-) A
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Add WBSCM to the Trusted Sites List:

1. Open Internet Explorer.

2. Select Internet Options from the Tools menu.
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3. In Internet Options dialog box, select the Security tab.

General | Security | privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

Internet  Local intranet W Restricted

sites

i
This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Low
- Minimal safequards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run
I‘:I - Appropriate for sites that you absolutely trust
["]Enable Protected Mode (requires restarting Internet Explorer)
| customlevel... || Defaultlevel |

| Resetal zones to defaultlevel |

4. Select Trusted Sites from the Zone choices.
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. Click the Sites button.

Internet Explorer 8.0, 9.0, 10.0
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Add this website to the zone:

4 You can add and remove websites from this zone. All websites in
v this zone will use the zone's security settings.

* usda.gov

Websites:

o

*.accenture.com
* skillport.com

| Remove

[T]Require server verification (https:) for all sites in this zone

6. Add “*.usda.gov” to the Trusted Sites zone by clicking the Add button. Then confirm that
“* usda.gov” has been added to the Websites list of Trusted Sites

Add this website to the zone:

4 You can add and remove websites from this zone. All websites in
Rud) this zone will use the zone's security settings.

Websites:

| éde\}'

*,accenture.com
* skillport.com
*.usda.gov

| Remove

["|Require server verification (https:) for all sites in this zone
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Set IE8, 9, 10 Zoom Setting for WBSCM:

For WBSCM, users should check their Internet Options Advanced tab and deselect
“Reset zoom level for new windows and tabs”.

IGenerd l SecurityJ Pﬂvacrl Content] Connections ] F’mgnzlms_;E Advanced 1

Settings

@ Accessibility
| Always expand ALT text for images
"] Enable Caret Browsing for new windows and tabs

| Move system caret with focus/selection changes
'j] Reset text size to medium for new windows and tabs

-

Reget zoom level for new windows and tabs

>

L

v

Users should then manually set the Zoom Level to 100% using the ‘Zoom level option’ at the bottom
right of their browser screen.

Page 6 - Last Updated October 2014




Internet Explorer 8.0, 9.0, 10.0
Browser Settings

Downgrading from Internet Explorer 11 to Internet Explorer 10:

=

. Close all active programs.

2. Click the Start button.

3. Click the Control Panel icon.

4. Click on Programs and Features.

5. Click View Installed Updates in the task pane.

6. Now select Windows Internet Explorer 11 shown under Microsoft Windows updates.
7. Click the Uninstall button.

8. Follow the instructions on the screen. The IE11 uninstall process lasts for about 3-5 minutes and you
will be able to access Internet Explorer 10 as usual after restarting your computer.
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To perform a browser check type the following URL in the Navigation toolbar:
https://portal.wbscm.usda.gov/test.html

Perform Browser Check:

This is what an IE7 user will see:

@k‘-";‘ L4 18}4 https://oortal whscn usda.goy/test hknl V| 5 | 5 ;X] ,

File Edit View Favorites Tools Help

;';?;a;'orites e MR OO E-B- 2 M

| € WBSCM BROWSER CHECK | X v~ B] [0 @=m v Page~v Safety~ Took~ @~

WBSCM BROWSER TEST

The current Date is: Thu Jul 26 13:21:19 2012.

»

Your OS: Windows
Browser Name: Microsoft Internet Explorer
Browser Version: IE7

< Trusted sites Yo ov H100% v
8

This is what an IE8 user will see:
/2 WBSCM BROWSIR CHECK - Windows Internet Fxplorer provided by SRA International, Inc. (- [‘DID{].
g W] 6 X [ B
Fic Edk ‘iew Favorites Toos Hep
deravertes |z MEN M OO E-R- £ A
e : <

€ ViESCIN BROWSER CHECK | M oc L) O o~ Page> Sofehy v Took v (e

WBSCM BROWSER TEST

The curreat Date 1s: Thu Jul 26 13:21:03 2012,

Your OS: Windows
Browser Name: Microsoft Internet Explorer
Browser Version: [E8

V' Trusted sites ia v Ko -
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This is what an IE8 (“Compatibility mode”) user will see:

/> WRSCM BROWSER CHECK - Windows Internel Fxplorer provided by SRA [nternational, Inc. f. [D|b(]
B0 » [Brws o tn g i S5 %)) [0 2}
ch E-dt View Favorites Tools Hep -
dracies | e AN M-S E- T E A

';oimmenowssamscn ™ % v G0 0 o v Pagew Safety e Took - ke

WBSCM BROWSER TEST

The current Date 1s: Tha Jul 26 13:20:00 2012

Your OS: Windows
Browser Name: Microsoft Internct Explorer
Browser Version: [E8 Compatibility View

" Trusted sites AL00% v

ll.'

This is what a Firefox user will see:

%) WBSCM BROWSER CHECK - Mozilla Firefox M=

File Edit Miew History  Bookmarks  Tools  Help

|@AOL Mail (9 x | {7 WEBSCM BROWSER CHECK x | + |

6 @ https:/fportal whscm,usda, gov/test, bkml = [ | |@ = fifth avenue prest jf:'| ﬁ

WBSCM BROWSER TEST

The current Drate 15: Fri Aug 03 2012 17:51:52 GMT-0400 (Eastern Daylight Time).

Your O8: Windows
Browser Name: FIEEF O3
Browser Version: 14.0.1

Youwr host name is: localhost
Your IP address is: 127.0.0.1

x ] e IB -
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